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Key Infrastructure and LoRaWAN Network 
Server features for industrial IoT deployments

How to deploy a reliable network from day one? 
What are the main caveats and pitfalls ? 
What are the differences between Open Source 
and professionally supported LNS solutions ?

Webinar
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• Based on extensive experience with large (and small) enterprise
customers:

• Number of gateways, number of devices,…

• Actility was able to « destiller » the Key Features, around
• LNS
• Gateway & device
• AS integration
• Management/ Operational excellence
• Infra
• Non-funtional

• Quality
• Support & Maintenance

Agenda - Field Experience
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Solution Components
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Solution Overview
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Gateways and Gateway Software

• Security:
o Secure VPN (IPSec/TLS) between GW and LNS
o PKI management

• Reliability:
o Packet queuing (e.g. backhaul outage)
o Backhaul failover (e.g. ethernet <-> 4G)

• Troubleshooting:
o Remote support access
o RF & WAN statistics in the OSS
o RF Spectrum Scan

• Manageability:
o Remote software upgrade
o RF channel management (incl. Multi-RF 

boards)
o Packet filtering based on NetID
o Optimized Backhaul data consumption (e.g. 

satellite/4G)
• Feature uniformity:

o Management functions independent from GW 
Vendor/Type/Region/Reference 
Design/OS/etc.

Network Server

Gateway Software

Does the Gateway Software provide the right level of:

Is the LNS hardware-agnostic?
If so, which gateway manufacturers have been integrated?
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LoRaWAN™ Network Server (LNS) implements the MAC layer of LoRaWAN™

standard:

• Uplink:
• Data routing to Application Servers or to home LNS (roaming)

• Verify message integrity (via MIC)

• Uplink frame deduplication (RF macro diversity or frame repetition by the device)

• Adaptive Data Rate

• Downlink:
• Route selection/optimization

• Downlink scheduling: RX1, RX2, RXC, pingslots

• MAC Layer management
• MAC commands (per device)

• MAC-level acknowledgments

• MAC-level security, e.g. replay attack detection and mitigation

LNS role
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Does LNS support…? (1/3)
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Does LNS support…? Having this feature allows…
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(v1.0.4 & v1.1)

onboarding all LoRaWAN™-compliant devices, without exclusion.

all regional profiles (aka ISM Bands) supporting LoRaWAN™ deployments anywhere, in any region of the world.

the latest LoRaWAN™ backend 
interfaces specification (v1.1)

supporting the latest roaming and OTA activation features, whatever the LNS 
NetID.

class B reducing downlink latency of battery-powered sensors, for actuation use-cases 
(e.g., close water or gas valve).
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RF macro diversity, i.e., ability to 
route the device’s uplink packets 
through multiple gateways

Boosting radio coverage & capacity by deploying additional gateways where 
needed. RF macro diversity guarantees service continuity in case of gateway 
outage. A centralized LNS architecture is key for Self-Organizing Networks 
(SON), i.e., gateway addition and withdrawal does not require additional 
configuration.

high availability architecture with 
automatic database synchronization

deploying reliable, fault-tolerant LNS cluster with zero-touch operation 
through automated failover/failback. Geo-redundant architectures are 
essential for Disaster Recovery Plan (DRP).
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Does LNS support…? (2/3)
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Does LNS support…? Having this feature allows…
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multi-tenant traffic segregation isolating LoRaWAN traffic between different tenants: i.e. uplink packets for 
network-B cannot be routed through network-A’s RAN except in case of 
roaming agreement.

remote gateway configuration online update of the gateway’s RF configuration (channel plan, antenna 
gain…) as well as remote maintenance.
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multicast optimizing downlink spectral efficiency to support firmware upgrade over 
the air (FUOTA) and smart lighting use-cases.

passive roaming supporting collaborative networks to extend RF coverage.

embedded Join Server (JS) 
function

local processing of OTA activation requests, in absence of a standalone JS.
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Does LNS support…? (3/3)
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Does LNS support…? Having this feature allows…
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smart selection of the best 
gateway to route downlink 
packets to each device

operating a heterogeneous LoRaWAN network with a mix of outdoor 
macro (up to 72 channels) and indoor pico gateways (typically 8-channels) 
while offering the best downlink QoS to each device according to its link 
quality and mobility profile. 

smart selection of the downlink 
transmission slot for each packet

improving DL spectral efficiency, prioritizing the transmission slot that 
offers the best link budget, the most optimum data rate while fulfilling the 
regulatory limits (duty cycle, dwell time…).

advanced ADR mechanisms offering the best trade-off between QoS (packet error rate, RF 
overlapping) and device’s power consumption, to maximize its battery 
lifetime and reduce TCO.
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An efficient ADR mechanism shall:

• Dynamically adapt the device’s transmission 
parameters (TxPower, number of 
transmissions, data rate) according to the 
quality of the device-BS radio link

• Minimize the device’s battery consumption 
while fulfilling the target quality metrics 
(especially the uplink packet error rate)

• Adjust its reactivity to avoid too volatile 
decisions (increasing signaling overhead 
induced by MAC commands) or slow 
response to abrupt RF changes (e.g. the 
nearest GW to the device goes down)

ADR is key for LoRaWAN
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Field tests show significant reduction (-72%) of average total 
air-time per uplink frame counter.
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Field tests conducted by a Singaporean industrial IoT system integrator

Performance benchmark by IIoT integrators
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Open Source LNS

ThingPark LNS



Copyright ©Actility - Confidential

Benefits of LoRaWAN macro diversity (versus mesh)

13

10%

LoRaWAN macro diversity: Packet is lost only if lost
on all 3 antennas: 

PER=0.13=0.001=0.1%
Mesh: Packet is received only if not lost on any hop

PER=1-0.93=27%

10%

1
0

%

10%
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Does the LNS provide professionally
supported payload drivers for 
LoRaWAN devices?

Can custom drivers be added?

Application Server Integration
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Generic Connectors:

• HTTP

• MQTT

• AMQP

Does the LNS provide Cloud Connectors?

IoT Platform Connectors:

• AWS IoT 

• Azure IoT Hub/Central

• ThingWorx

• IBM Watson

• Here Technologies

• Cumulocity

• Yandex

• SAP

• Etc.
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Value Added Services
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Does the solution provide
LoRaWAN Roaming?

Is the solution LoRaWAN 
BackEnd Interface based?

Does the solution provide
TDOA/RSSI Geolocation?

Is the geolocation solution fully
integrated?

Does the solution provide FUOTA?
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Operational Excellence
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What are the ways for Device provisioning? (batch, API)
Is device provisioning through use of standard-based QR code supported?

Ease of Deployment

17

Can Gateway deployment be done via Zero-Touch 
Configuration Server?
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Does the supplier provide tools for
Network Analysis?

Network Survey
LoRaWAN coverage test 
analysis tool

Spectrum Analysis

Base Station Radio Frequency 
scan analysis 

Packet Logger

Log of all UL & DL messages 
incl. MAC messages & 
payload decoding
(“wireshark” for LoRaWAN)
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Base Station Troubleshooting
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Does the solution provide HW 
agnostic remote access to the gateway 
for advanced Troubleshooting?

Does the solution provide
Advanced alarm management?
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Deployment Architecture
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Deployment flexibility
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NS/JS
OSS

Kubernetes-
compatible?

VMWare environment?

NS/JS
OSS

Standalone mode 
(mono-server)?

High Availability 
(geo-redundancy)?
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• Protocol security
• Does LNS implement LoRaWAN security best practices (e.g. to mitigate replay 

attacks)?

• Does LNS support E2E payload encryption between device and AS?

• Does the solution support a standalone Join Server? Does JS use HSM to store 
device keys?

Is it secure enough for production? (1/2)
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• Interface security
• How is GW-LNS interface secured? Does 

it support both IPSec and TLS options?

• How does the GW securely retrieve its 
certificate (PKI Management)? 

• How is LNS-AS interface secured?

https://lora-alliance.org/wp-content/uploads/2020/11/lorawan-1.0.x-join-synch-issues-remedies-v1.0.0.pdf
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• Infrastructure security
• How are Operating System and database security patches delivered?

• Application security
• Secure end-user access: multi-factor authentication or delegated authentication

• Brute force mitigation techniques

• Role and permission management: read-only vs. read/write

• How is remote access to gateways or LNS/OSS secured?

• Periodic security audits? Bounty program?

Is it secure enough for production? (2/2)
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Is the solution ready to pass the security audits of enterprise’s IT department?
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• How many devices and gateways can the solution support?

• How dense can the network scale (collision management)?

• What is the peak traffic rate (packets/sec) supported by the solution?

• Can it scale-up (vertically)? 
Is there a clear hardware/sizing profile per deployment segment?

• Can the solution components scale-out (horizontally), e.g. database 
sharding…?

• Are E2E load & stress test reports available?

Can it really scale?

24
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• Loss of macro diversity when multiple gateways are deployed

• Complexify architecture and operational cost:
• devices & gateways should be paired during installation

• devices keys are stored on multiple platform

• Firmware upgrade is complex and not scalable

Limitations of Embedded NS solution

25

Network 1

Network 2
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Non-functional 
requirements

26
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• Company Profile:
• Investment with LoRaWAN

• Is your supplier an active member of the LoRa Alliance / membership level ?
• Is LoRaWAN network server the core business of your supplier ?

• Size
• Size of R&D dedicated to LoRaWAN products ?
• Size of support and operation team ?

• Reference
• What is the total number of gateways & devices and messages / year managed by the Supplier?
• Can the Supplier provide Enterprise references in all Regions (ISM band & certification)?

• Trust
• Is you supplier ISO9001 certified?
• Can the supplier provide code-escrow agreements?

How to select your supplier ?

27
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• Product development
• What is the size of R&D ?

• Does your supplier provide a product roadmap?

• Is your supplier innovative and driving the standard ?

• Does the Supplier own all required IPR?

• Quality:
• Is the Supplier ISO 9001 certified?

• Does your supplier provide bug bixes, at which rate ?

• How is testing of the solution done?

• Load testing? Regression testing? Record-replay testing?

• Include bench reports, metrics, etc.

How to select your supplier ?

28
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• Support
• How can your supplier help you for the deployment with professional services?

• Network sizing, coverage, and capacity analysis

• Manage services

• Can the Supplier provide 24/7 support with corresponding SLA?

• Is the Supplier entirely managing system upgrades?

• Is the upgrade release process documented?

How to select your supplier ?

29
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Questions on Open source

30

• How big is the support community ?

• Is the community providing frequent patch or fix update ?

• What is the commitment to have the software available in 2/3 years.

• Free software doesn't mean zero cost & free support...
• Do you intend to build your own infrastructure ?

• Do you intend to create a support team ?

• Are you ready to invest in R&D effort ?

• Is connectivity your main business ?

• Have you calculated all the hidden cost ?
• Non-regression testing, upgrade management

Open Source Packet Forwarder
contributors & status
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Make the right TCO Comparison!

31
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Wrap up and Q&A

32
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The questionnaire to help you select your LoRaWAN Network Solution:

Available upon request : david.royet@actility.com

Wrap up - Key feature Checklist

33
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Q&A
David Royet - Sales Director

david.royet@actility.com

Ramez Soss - Product Manager

Lode Van Halewyck - Technical Consultant

mailto:david.royet@actility.com
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Performance benchmark by Singaporean IIoT integrator (1/3) 
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Performance benchmark by Singaporean IIoT integrator (2/3) 
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Performance benchmark by Singaporean IIoT integrator (3/3) 
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