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ThingPark Enterprise 
Overview
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Solution Overview
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• The most scalable LPWAN platform, supporting up to:
• SaaS: 1500 packets/sec, 12 million devices, 50K gateways

• Self-hosted: 100 packets/sec, 500K devices, 2000 gateways

• A secure solution meeting the most stringent security requirements:
• Communication over all external interfaces is secured by TLS and/or IPsec

• Multi-factor authentication and federated authentication

• Built-in DoS and replay attack mitigation techniques

• E2E secure key handling + secure storage in Hardware Security Module (powered by 
ThingPark Activation)

• Security audits for each ThingPark Enterprise release, reports published to customers

• High Availability: Resilient and fault-tolerant by design
• No touch failover/failback

• Built-in message queues (Kafka) to prevent data loss

• 24/7 level-3 support + optional level 1 & 2 support services

ThingParkEnterprise is …

Useful Resource:
ThingPark Enterprise load & stress reports 
for SaaS and self-hosted deployments

https://docs.thingpark.com/thingpark-wireless/7.3/docs/user-guide-tpw/operator/platform-architecture-sizing#realistic-radio-modeling-benchmark-report
https://docs.thingpark.com/thingpark-enterprise/7.2/docs/ocp-tpe/tpe-benchmark
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SaaS Self-hosted

Advantages
- Fast deployment
- Low OPEX
- Seamless evolution and scalability 

- Infrastructure as a Service 

(kubernetes supported)

- Ready to install on AWS, Azure, etc.

Full control on data and infrastructure

Actility Datacenters

Cloud Provider

Customer Premises

Private Cloud On Customer Premise (OCP)

High Availability Standard Optional Optional

4

ThingParkEnterprise Deployment Models

IPSEC/TLS

IPSEC/TLS
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Connect Any Gateway To ThingParkEnterprise 
Video tutorial: 
LRR vs. Basics Station 
comparison• ThingPark Enterprise supports two LoRaWAN packet forwarders: 

• ThingPark’s Long Range Relay (LRR) – continuously maintained with a clear roadmap

• Basics Station: open source with very limited maintenance and no roadmap (only one release 
delivered in the last 3 years)

• Multi-vendor hardware-agnostic solution

• Compatible with both Linux and FreeRTOS operating systems

https://youtu.be/xVZB_MwQ2zs?si=1CqhfFkdf7R80_ez
https://youtu.be/xVZB_MwQ2zs?si=1CqhfFkdf7R80_ez
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Administrative Domains 
The same TPE subscription may be 
partitioned to serve multiple 
tenants, allowing full segregation 
of the user permissions. 

Multi-tenancy & User Permissions

Domain Groups

A Domain Group defines a 
segregation scope. Several groups 
can be defined, e.g., Geography, 
use case, end-customers ID etc.

User Restriction
Associate end users with Domain 
Restrictions to restrict their 
access to resources (devices, 
base stations and multicast 
groups).

Video tutorial:
TPE partitioning using 
administrative domains

https://youtu.be/nBifk_yI0U0?si=zpqtYmNZDRsu6J9k
https://youtu.be/nBifk_yI0U0?si=zpqtYmNZDRsu6J9k
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Packaged Connectors To Popular IoT Cloud Platforms

7

Additional On-Premise Connectors
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Device Drivers – Deliver Actionable Data
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▪ Built-in payload drivers for more than 
500 models from over 128 device 
manufacturers (full list available here)

▪ Additionally, you may bring your own 
Custom Drivers

Fully integrated in ThingPark Product Stack 

Video tutorial:
Payload decoding in 
ThingPark

https://docs.thingpark.com/thingpark-x/latest/Driver/supported-devices.html
https://youtu.be/-19PCNnmqHA?si=UxFtq1Z_J_zETn24
https://youtu.be/-19PCNnmqHA?si=UxFtq1Z_J_zETn24
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Off-the-shelf Network Tools (1/2)

Network Survey

LoRaWAN coverage test analysis tool 
(drive/walk tests)

Network Coverage

LoRaWAN coverage prediction tool for 
outdoor gateways
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Off-the-shelf Network Tools (2/2)

Spectrum Analysis

Base Station Radio Frequency scan analysis 

Wireless Logger
Log of all UL & DL messages incl. MAC messages & 
payload decoding (“Wireshark” for LoRaWAN)

Decoded MAC commands

Decoded payloads
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ThingPark’s Adaptive Data Rate 
mechanism:

• Dynamically adapts the device’s Tx 
parameters (TxPower, number of 
transmissions, data rate) according to the 
quality of the device-BS radio link

• Minimizes the device’s battery consumption 
while fulfilling the target quality metrics 

• Adjust its reactivity to avoid too volatile 
decisions or slow response to abrupt RF 
changes

ThingParkEnterprise Offers The Best MAC Efficiency (1/2)

11

Field tests show significant reduction (-72%) of average total 
air-time per uplink frame counter.
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Field tests conducted by a Singaporean industrial IoT system integrator

12

Open Source LNS

ThingPark LNS

ThingParkEnterprise Offers The Best MAC Efficiency (2/2)
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• LoRaWAN Relays are battery-powered, can be installed anywhere (do not 
require electricity or internet connectivity), and work as a ‘repeater’.

• They are typically used to extend the coverage in hard-to-reach areas, like 
basements for water meters or underground for manhole sensors.

• Infrastructure costs can be reduced significantly by installing battery-powered 
relay devices instead of indoor gateways.

LoRaWAN Relays

13

Image source: https://lora-alliance.org 
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• Monitoring dashboards

State-of-the-art Operations & Maintenance (1/2)
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State-of-the-art Operations & Maintenance (2/2)

15

• Simplified supervision through a rich set of device and gateway alarms

Device 
alarm 

examples

Gateway 
alarm 

examples
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Geolocation 
Native support for network-based 
Geolocation leveraging LoRaWAN 
TDOA/RSSI

Roaming 
Passive Roaming, compliant with the 
latest official LoRaWAN specification 
and pre-integrated to ThingPark 
Exchange

FUOTA 
Support of Firmware Update Over 
The Air (FUOTA) for LoRaWAN 
devices, using multicast feature

Activation (JS)
Secure end-to-end Activation 
through a standalone Join Server 
with HSM

ThingParkEnterprise Value Added Services

16

Video tutorial:
ThingPark Activation

https://youtu.be/HUPqYOSUnq8?si=oAXkh2waflIx_Ti2
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In A Nutshell…

17

ThingPark Enterprise offers a carrier-grade platform to satisfy IoT deployment 
requirements for enterprises

Low touch

Flexible

Easy Integration

Future-Proof

Reliable

Secure

Scalable

State-of-the-art

Useful Resource:
Key features of ThingPark Enterprise

https://docs.thingpark.com/thingpark-enterprise/7.3/docs/overview-tpe/key-highlights/
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They Trust ThingPark (among many others…)

18
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And ThingPark Enterprise All-in-One?

19

What?

• A LoRaWAN gateway with embedded ThingPark network server + basic UI + Node-Red

• Supports up to four remote gateways besides the local gateway

• Up to 500 devices

Where it fits? PoC and small-scale deployments with 100% data locality constraints

Useful Resource:
ThingPark Enterprise All-in-One 
product page

https://www.actility.com/thingpark-enterprise-all-in-one/
https://www.actility.com/thingpark-enterprise-all-in-one/
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• In LoRaWAN, end-devices exchange MAC 
sessions with the network server; each 
session has its security context

• Seamless migration of an end-device from one 
platform to another means secure transfer of 
the device’s session context between 
platforms without having to physically reset 
the device (no service disruption)

1. Generate a migration key from the UI of your full-
edition TPE subscription.

2. With this migration key, export archive from TPE-
All-in-One UI.

3. Import this archive to your ThingPark Enterprise 
(full-edition) subscription.

Seamless Migration Path Towards TPE Full-Edition

20

Seamless 
migration
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Logicalis Vision

The Architects of Change 2

Logicalis is a leading and 

globally operating IT service 

provider that implements 

digitalization projects 

successfully (digitalization, 

infrastructure, security, etc.) 

while significantly reducing IT 

complexity.

We support our customers in 

achieving their business 

goals quickly through the 

efficient and sustainable use 

of technology.

Thanks to our global 

presence and comprehensive 

expertise, we support our 

clients from strategy to 

integration and support, thus 

achieving long-term 

competitive advantages.

Thanks to our long-standing 

customer relationships based 

on trust, we are a reliable 

partner who focuses on 

growth and sustainable 

increase of corporate values.
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Working with the line of business and IT to create

The Architects of Change 3

Hybrid IT Digital Workplace Digital Ready 
Infrastructure

Advisory and
Managed Services

► Cloud solutions

► Data centres

► Security

► Communication 
and collaboration

► Mobility

► ITSM

► Networking

► Software-defined 
everything (SDx, 
SDDC)

► Internet of things

► Advisory services

► Data and information 
insights

► Managed services

tangible and transformative digital outcomes
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Our Core Values

The Architects of Change 4

Integrity

We aim for 

an environment 

of honesty, 

transparency, 

fairness and high 

moral standards.

Innovation

We embrace change 

and creativity to 

deliver the best 

practical outcomes.

Excellence

We strive to exceed 

expectations and 

be the best that we 

can be, maintaining 

the highest level 

of quality.

Partnership

We build strong  

relationships and      

alliances in order to   

achieve success for          

the long term.

Empowerment

We encourage 

initiative and provide 

opportunity for 

our people.
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There is a changing

The Architects of Change 5

paradigm in

our industry
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Market Overview

The Architects of Change 6

Security
The increasing number of cyber attacks, which 

are becoming more and more targeted, require 

companies to have a well thought-out security 

strategy. With more and more networked 

devices, increasing compliance requirements 

and the use of cloud services, IT security is 

moving into the focus of company managers.

Internet of Things
IoT changes everyday life and creates new 

business models - facility automation, predictive 

maintenance and smart cities are just a few 

examples. Those who take the lead have the 

opportunity to gain decisive competitive 

advantages for themselves and their customers.

Big Data and Analytics
Due to the rapid growth of data worldwide, 

companies are recognizing the value they can 

add to their own business model. From human 

resources and marketing to logistics and risk 

analysis, decisions are increasingly driven by 

data.

Cloud First
Cloud computing is at the core of digital 

transformation as IT solutions are delivered 

with more scalability, performance, efficiency, 

speed and agility. The cloud is also driving 

innovation, including analytics, machine 

learning and IoT.
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Supporting digital

The Architects of Change 7

transformation journeys

LoRaWan Overview



LoRa World-Wide utilization



LoRa End-To-End Architecture

App Data
LoRaWAN™

Radio PHY

LoRaWAN™

MAC

IP

Tunnel
IP Transport App Data

Gateways

LoRaWAN Network Server

Application Servers

IP Backhaul API

LoRaWAN™ 

Devices

&

Sensors

P

GW

GW

GW
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LoRaWAN Deployment

 Caldas de Rainha county deployment

 250 km2 covered by 5 gateways

 Coverage in buildings and basements

 Coverage to 2-3 metres under road surface

 Secure connectivity

 Central management

Caldas da Rainha video 

https://www.youtube.com/watch?v=QlXM-qJeOII&t=3s


Architects of Change
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LoRaWan Use Cases



LoRaWAN Use Cases

Gather Device Data Report  a State Provide Asset Location

with or without GPS

Report 
Events

Measure 
Data

Track

Enable Innovations

Generate New Revenues

Decrease Operating Costs

Improve Customers Satisfaction

Increase Productivity and Operations

Preserve existing Assets



Customer Satisfaction Survey

TemperaturesGas and Water Meters

Measure



Use geolocation to protect 

and monitor assets

Prevent Copper Spool Thefts Track “Live Stock”

GPS Tracking

Track



Optimize routes and reduce busy time 
to improve business efficiency

Optimize Waste Collection

Physical Security

Connected Mouse Trap

Report 
Events



Architects of Change
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LoRaWan - Examples



Waste Management

Waste Management Operations 

Use Cases and Benefits
▪ Real-time location and monitoring of containers

▪ Optimization of waste vehicle operations to empty 

waste containers that are reaching 100% full state

Waste Management Domain

▪ Fill Level

▪ Bin Location

▪ Temperature

▪ Battery Status (when available)

Waste Management Use Case



Waste Management
Waste Management (360waste.pt)

Use Cases and Benefits
▪ Waste (level) sensor allowing management and operations

▪ Waste infrastructure log, management and record

▪ Waste handling resources management – truks & maintenance

Waste Management Use Case



Waste Management Use Case



Water Management 
Water Management

Use Cases and Benefits
▪ Water (metering) sensor allowing management and operations

▪ Water infrastructure log, management and record

▪ Leak detection and Alarm – Trigger notifications



H2Optimax – Water counters // Leak Detection



SmartBuilding – Temperature // Open Door // Water Leak  



SmartBuilding – Fire Detection // People Counting // Presence  // Satisfaction



SmartEnergy // Thank Level 



SmartConstruction // Smart Office – Tracking Solutions // Alarm Button  



Obrigado























Private Networks for Any 
Horizontal IoT Use Case: 
Versatility as Driver of Success.

CyRIC IoT
Michalis Stylianou

Commercial & Business Development 
Manager

LoRaWAN® for Private and 
Enterprise Networks

Actility Webminar 2023



CyRIC IoT - Commercial.

• End-to-end IoT Solution Provider & Distributor

• More than 8 years of experience

• Addressing mainly the markets of Cyprus & Greece

• Extensive market-horizontal solutions portfolio



CyRIC IoT – R&D.

• Commercial Arm of CyRIC – Cyprus Research & Innovation Center Ltd

• One of the most successful private R&D centers in Eastern Mediterranean

• R&D departments in Software Development, Machine Learning, Electronics 

& Communications, Mechanical Engineering & Prototyping

• Design & development of innovative IoT technology products for several 

industries



Why 
Horizontal?



• Small Target Markets [ Cyprus & Greece total 

11,000,000 population ]

• IoT Pre-Mature Markets



A need evolved 
to an advantage.



Our Solutions.

LoRaWAN Networks 

Deployment & Operation

Waste Collection 

Management

Smart Parking Automatic Water Metering

Traffic Monitoring Smart AgricultureSmart Buildings Environment & Air Quality 

Monitoring



Partnering with Actility.

• We needed a carrier-grade LNS to 

operate our Public LoRaWAN Network in 

Cyprus

• Excellent suite of tools – a trusted 

partner

• Provides flexible pricing models (per 

gateway, per sensor)



Use Case: Cold Chain Monitoring.

• Temperature and humidity monitoring in cold storage rooms, refrigerators, packages etc.

• Measurement logging, event based alerts

• Reduction of inventory loss & operational costs / up-to-date for health inspections



Use Case: Air Quality Monitoring.



Use Case: Forest Management.



Use Case: Smart Buildings.

Indoor Air Quality Electrical Devices Control 

and Electricity 

Measurement

Electrical Loads Control Lighting Control

Modular Multi-Protocol 

BMS Controller

Liquids Level MonitoringHeating & Cooling Control Leakage Detection



Thank you.

CyRIC IoT
Michalis Stylianou

Commercial & Business Development 
Manager

LoRaWAN® for Private and 
Enterprise Networks

Actility Webminar 2023
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Airbus Helicopters
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• Headquarters Donauwörth > 5’000 
employees

• Total workforce 20’556 worldwide
• 7,048 M€ revenues
• Largest product range
• 12’228 helicopters in service in 152 

countries
• New 6.000 square meter production 

facility 

Airbus Helicopters – some facts & figures
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HELICOPTERS

3

• Global concern: reducing CO2 emissions 
to reach the industry’s net zero target 
by 2050

Mastering the entire helicopter value chain

Support and servicesIndustry and productionConception and development

• Pioneer in the aerospace industry
• Leader designing, manufacturing, delivering aerospace products, services 

and solutions worldwide 

• Manufacturing excellence with a 
meticulous supply chain and 
innovative technology
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Airbus Helicopters - Actility

• Private LoRaWAN infrastructure 
• On-premises
• High security standards
• Three other sites by the end of 

the year
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• 200 sensors in 20 buildings

• One data point costs around 2000€

• Sensors will be obsolete soon

• Keep the system = 400K€ 

• Replace with LoRaWan => save 200K€ /50%

=> Lorawan infrastructure allows for further use cases

Temperature & Humidity monitoring

5



Copyright ©Actility - Confidential

• 6000 production orders daily

• Employees can identify very quickly the position in the warehouse

• Search time reduced by 5300h/year

FOD –Foreign object damage

• Trackers are placed inside the helicopters

• If a tracker was forgotten in a helicopter an alarm will be sent

Abeeway tracking use cases

6
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Lorawan Smart Buttons

7
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Lorawan Smart Buttons – Network architecture

8
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Lorawan Smart Buttons

9
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Lorawan Smart Buttons

10
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Lorawan Smart Buttons - Video
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